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1-Introduction

Dans cet atelier, nous allons réaliser une attaque par Force Brute. L’attaque par force brute
consiste a envoyer une série de requétes http avec des informations de connexions différentes a
chaque requéte. L'objectif est le retrouver les informations de connexion.

Nous allons utiliser le logiciel Burp Suite afin de recréer le scénario d’une attaque par Force
Brute.
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2-Exercice Brute Force avec DVWA

Connectons-nous d’abord sur DVWA :

kali-linux mdp : kali
BemP o
B  Login::Damn Vulnerable We X

(x C @ oD localhost

OffSec Kali Linux # KaliTools « KaliDocs M Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

N\
DVWA

Username

Password

Damn Vuinerabie Web Application (DVWA)

© DVWA Security: Damn Vi X +

C @ O D http://localhost

OffSec Kali Linux # KaliTools « KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

D\WA)

' [Wome | DVWA Security »
[sewpiresets |  Security Level

Security level is currently: low.
Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be

File Inciusion as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

File Upload Medium - This setting is mainly to give an example to the user of bad security practices, where the

developer has tried but failed to secure an application. It also acts as a challenge to users to refine their

Insecure CAPTCHA exploitation techniques

High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL n J practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.
SQL Injection (Blina) | “This level should be secure against all vulnerabilities. It is used to compare the vulnerable
g P

4. Imp
‘Weak Session IDs source code to the secure source code.
Prior to DVWA v1.9, this level was known as "high'"
XSS (DOM) i i
Lo v || Submit |
XSS (Reflected) yLow Bty
XSS (Stored) Low
= [EZT || Tools
S
e High

Attacks ‘ - View access logs for the Broken Access Control vulnerability

Authorisation Bypass

inside or press Ctrl+G

03 mars 2026



On sélectionne le type d’attaque « Brute force » et on renseigne nos informations de connexion :

kali-linux mdp : kali

RemmP o)

B  © Vulnerability: Brute Force X +

C @ oD localhost

OffSec Kali Linux # KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

File System

)
Instructions
Setup / Reset DB

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA |
SQL Injection

SQL Injection (Blina) |

DR)

Vulnerability: Brute Force

Login
Username:
adm!n

Password

coceceee
Login

Welcome to the password protected area admin

1.

‘Weak Session IDs

XSS (DOM)

XSS (Reflected) |
XSS (Stored)

CSP Bypass

JavaScript Attacks

Authorisation Bypass

More Information

ans2|ac

inside or press Ctrl+

Une image apparait suite a notre connexion. Examinons cette image :

kali-linux mdp : kali

CIET ] X =R L)

(=] ©J Vulnerability: Brute Force X +

C @ O D httpi//localhost/DVW u

OffSec Kali Linux # KaliTools « KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

File System

' Home |

Instructions
Setup | Reset DB

|

Command Injection

CSRF

File Inclusion |
File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind) |
Weak Session IDs

XSS (DOM)
(XSS (Refisctad)

XSS (Stored)

CsP Bypass

JavaScript Attacks

Authorisation Bypass |

ter outside or press Ctrl+Alt.

Vulnerability: Brute Force

Login
Username:
admin

Password:
seessece

Login

Welcome to the password protected area admin

Open Image in New Tab

Save Image As...

Email Image...
Take Screenshot

Inspect (Q)

apss3|ac
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On trouve le chemin ou est sauvegardée 'image sur le serveur :

kali-linux mdp : kali

TR X aBRIEREIRAT ‘ 2 oss|ac

B  © Vulnerability: Brute Force X +

C @ O D http://locathost/C

OffSec KaliLinux # KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB
—

Home

Instructions

Setup / Reset DB |

File System

Username:
‘77 admin

- Password.
Command Injection eesences

]
Trash CSRE |
|
|

Login |
File Inclusion
Welcome to the password protected area admin
File Upload

Insecure CAPTCHA [ | ‘|
SQL Injection |

SQL Injection (Blind) | -

Weak Session IDs |

XSS (DOM)

More Information

margin
div.vulnerable_ v border

Sinous accédons directement a ce chemin depuis le navigateur, on retrouve bien la méme
image :

B @ Vulnerability: Brute Force X | adminjpg JPEG Image, 100X +

<« C @ oD localhost

OffSec Kali Linux # Kali Tools < KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB
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Rendons-nous directement au chemin http:/local/hackable/users/ :

© @ Vulnerability: Brute Force X | Index of [DVWA/hackable/us: X o

<« C @ oD localhost:

OffSec Kali Linux 8 KaliTools ¢ KaliDocs N Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB
Index of /DVWA/hackable/users

Name Last modified Size Description

& Parent Directory -
1337.jpg 2026-03-03 05:20 3.6K

admin.jpg 2026-03-03 05:20 3.5K
@ gordonb.jpg 2026-03-03 05:20 3.0K
[ pablo.jpg 2026-03-03 05:20 2.9K
(@4 smithy,jipg 2026-03-03 05:20 4.3K

Apache/2.4.65 (Debian) Server at localhost Port 80

Nous avons désormais la liste de tous les utilisateurs enregistrés dans le systéme !

Ily a donc 5 utilisateurs.

On apprend également qu’il s’agit de la technologie Apache/2.4.65 Debian
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3-Attaque avec Burp Suite

Burp Suite est un proxy situé entre le navigateur et le serveur web. Il permet de filtrer le trafic
web et d’envoyer des requétes

Nous allons donc utiliser le logiciel Burp Suite :

kali-linux mdp : kali

B omPoF-|1 2 3 4 |F® ¢ A Bmeo3|a G

RO (Y QO D hitpi//localhost,

OffSec Kali Linux @ KaliTools < Kali Docs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

Index of /DVWA/hacKkable/Ug v commmymmomasios

Naiie Last modified Size Description | @ Welcometoburpsuite Community Edton.Use the options blow tocreate o opena project Burp Suite
mmunity Editior

File System

' a Parent Directory

1337.jpg 2026-03-03 05:20 3.6K
admin.jpg 2026-03-03 05:20 3.5K
gordonb.jpg 2026-03-03 05:20 3.0K
pablo.jpg 2026-03-03 05:20 2.9K
smithy,jpg 2026-03-03 05:20 4.3K

@ Temporaryproject inmemory

Apache/2.4.65 (Debian) Server at localhost Port 80

Dans Burp Suite, nous avons U'onglet « Target », qui permet de définir un site web victime, et de
limiter notre vue, notre scope envers la victime

kali-linux mdp : kali

Prory  ntuder  Repeater  Colaborator  Sequencer  Decoder  Comparer  Logger  Organzer  Edensions  Leam e e

S
o@

Site map URL view is empty

The st rmation about the conte

© Memory: 117.6M8 * Disabled | v
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Nous avons également l'onglet « Proxy » qui permet d’intercepter et analyser le trafic web :

kali-linux mdp : kali

[ PO O ¢ A B606| @ G

Burp Project Intruder Repeater View Help Burp Suite Corr ).6 - Temporary P = o xR
Dashboard ~ Target  Proy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam @ ©
Intercept HTTP history bSockets history Mat o) o

© Intercept off @ Openbrowser ®

(

Intercept is off

If youturn Intercept on, messages between Burp's browser and your target serversare held here.
Thi messages, y them.

Learnmore

Eventlog(1)®  Allissues © Memory: 117.6MB * Disabled v

Dans loption « http history », on peut voir le trafic, et choisir les paquets importants :

Burp Project Intruder Repeater View Help 5.10.€ Proj = o X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ &
Intercept _ HTTPhistory  WebSocketshistory  Matchandreplace {8 Proxysettings
a@
HTTP history is empty
This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.
Learn more
Eventlog®  Allissues @© Memory: 117.6MB *¢ Disabled v
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Dans loption « Proxy », « Intercept » on clique sur « Open Browser ». Cela ouvre un navigateur qui

posseéde Burp en tant q

ux mdp : kali

C A SearchGoogleortypea

What's new?

0; Explore
B
Hahhant a1

[ New]
Burp Al comes to
Repeater

Burp Al can now help you
investigate Repeater tabs. Use
custom prompts to carry out a
huge range of tasks - from
identifying risks to suggesting
next steps in your testing
workflow.

inside or press Ctrl+G.

ue Proxy :

URL

N

Build your own
Repeater feature, now
with Al

Enhance Burp Repeater by
building custom actions that
extract and analyze HTTP data
- now with the option to
integrate Al for more intelligent
workflows.

Find out more >

Burp Suite

@

@ Openbrowser

[New] Professional
Burp Al: Your personal
pentesting assistant

Automatically follow up on
vulnerabilities to save time,
reduce blind spots, and
uncover deeper insights.

© Memory:126.7MB * Disabled v

Connectons-nous sur DVWA avec ce navigateur :

kali-linux mdp : kali

3 4

priv| 1 2

1)

O 4 a BenR2| & C

Bup Proect -
¢ : able x
B @ Login :: Damn Vulneral + ®®
Intercept
< c ® 127.0.0.1
 Filter settings: Hidin| @ Fiteron @
# - Host ookies Time Listenerport  Start respon.
1 htps/fwww.goog| 06:08:483... 8080 136
2 httpiflocalhost \ 06:09:283M... 8080 10
4 http/n27.0.01 e 06:10:013M... 8080 1
6 httpJ/127.0.01 06:10:363M... 5080 6
7 httpsh27.001 / ecurity=impossib... 06:11:573M... 8080 24
Username
Password
| Login |
Damn Vulnerable Web Appication (VWA
Eventlog(1)® @ Memory:1267MB * Disabled | v
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Analysons les requétes http lors de notre connexion :

kali-linux mdp : kali

om P O]

Burp Project Intruder Repeater View Help munity Editi Temporary Project = [m] X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn Q ©
Intercept HTTP history ‘WebSockets history Matchand replace {5} Proxysettings

'V Filter settings: Hiding CSS and image content; hiding specific extensions @ Filteron @

%~ Host Method  URL Params Edited Statuscode Length MIMEtype Extension Title Notes s P Cookies Time Listenerport  Start respon.

1 https//www.google.com GET  /warmuphtml 404 782 HIML html Error 404 (Not Found)n v 27236 06:08:483... 8080 136

2 httpi/localhost GET  Jlogin.php 404 488 HIML php 404 Not Found 127.0.01 06:09283M... 8080 10

4 httpl/127.0.01 GET  Jlogin.php 404 488 HIML php 404 Not Found 127.0.01 06:10:013M... 8080 1

6 hitp/127.0.0.1 GET  Jlogin.php 404 488 HIML php 404 Not Found 127.0.01 06:10:363M... 8080 3

7 http/127.0.01 GET  /DVWAloginphp 200 201 HIML php Login:: DamnVulnerab. 127.0.01 security=impossib... 06:11:573M... 8080 24

Dans l'onglet « Target », on sélectionne U'IP 127.0.0.1 et on clique sur « Add to scope »

Burp Project Intruder Repeater View Help Burp Suite Com mporary Project = [m] X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Organizer Extensions. Learn Q@
Stemap  Scope Issues
v pfilter: Hiding not Ss, d L responses; ®
& Host Method  URL Params  Statuscode Length MIME type Title Notes Time requested
“ & hpin2r.o0a/ < bl 2
[httpi/127.0.01 GET TOVWAJlogin.php 200 2011 HIML Toginz: Damn Vulnerable WebA... 061158 3Mar 2026
Addtoscope hitp://127.0.0. S DVWA/login. php v
Engagement tools [Proversion only] >
Compare site maps
Expand branch
Expand requesteditems
Delete host
CopyURLsin thishost @M=" gpector z x =
Request Response =
Copy links inthis host =
Pretty Raw Hex w = Pretty Raw Hex = Request attributes 2 v 7
Save selecteditems — ——t 3
1 GET /DVWA/login.php HTTP/1.1 1 HTTP/1.1 200 OK 2
Site map documentation 2 Host: 127.0.0.1 2 Date: Tue, 03 Mar 2026 11:11:57 GMT Request headers 14 v 8
5 sec-ch-ua: "Not_A Brand”;v="99", "Chromiun";v= 5 Server: Apache/2.4.65 (Debian)
sec-ch-ua-mobil 1 Set-Cookie: security=impossible; path=/; Httponly
S sec-ch-ua-platform: "Linux S Set-Cooki 039 14f0; Response headers L 24
& Accept-Language: en-US,en;q=0.9 expires=ied, 04 Mar 2026 11:11:57 GMT; Max-Age=86400; =)
7 Upgrade-Insecure-Requests: 1 Hetponly; SameSite=Strict
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) 6 Tue, 23 Jun 2009 12:00:00 GMI z
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Cache-Control: no-cache, must-revalidate 2
safari/s37.36 8 Pragma: no-cache Q
S Accept: S Set-Cookie: PHPSESSID=6bdcaS9256fcSeb65016beb3720a00de;
text/html,application/xhtml+xnl,application/xml;q=0.9,imag expires=Wed, 04 Mar 2026 11:11:57 GMT; Max-Age=86400;
e/avif,image/webp,inage/apng, */*;q=0.8, application/signed- ; HttpOnly; SameSite=Strict
exchange; v=b3;g=0.7 Accept -Encoding
10 Sec-Fetch-Site: none 11 Content-Length: 1342
Sec-Fetch-Mode: navigate Keep-Alive: timeout=5, max=100
Sec-Fetch-User: 71 Connection: Keep-Aliv
Sec-Fetch-Dest: document Content-Type: text/html;charset=utf-8
Accept-Encoding: gzip, deflate, br
Connection: keep-alive <IDOCTYPE htnl>
<htnl lang="en-GB">
20 <head=
<meta http-equiv="Content-Type" content="text/htnl;
[OXIRIES £ ohighlights | (3 & [€|[> £ | ohighlights ®
Eventlog()®  Allissues @© Memory: 126.7MB *¢ Disabled | v

rinside or press Ctrl+G

03 mars 2026

10



Nous sommes désormais connectés sur notre machine DVWA, avec Burp en tant que Proxy :

Burp  Project
Dashboard  Target

Intercept  HTTPhi

%

© Intercept off]

@ Welcome :: Damn Vuln

c ® 127.0.0.1

fFome |
Instructions
Setup / Reset DB

Brute Force
[Command njection (|
CSRF

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass
JavaScript Attacks
Authorisation Bypass

Open HTTP Redirect |

@ Openbrowser @

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a simple straightforward interface.

General Instructions

Itis up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next ane. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vuinerabiliy.

Please note, there are both and
intentional. You are encouraged to try and discover as many issues as possible.

with this software. This is

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerabiliy.
There are also additional links for further background reading, which relates to that security issue

WARNING!

Damn Vulnerable Web Application is damn vuinerable! Do not upload it to your hosting provider's public htmi
folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual machine
(such as ), which is set to NAT networking mode. Inside a guest machine, you can
download and install for the web server and database

Cryptography

APL

Di

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. We have given warnings and taken
P AP i o " =

Eventlog(1)®

@ Memory:1687MB * Disabled | v

r inside or press Ctrl+G

Utilisons désormais nos logins dans l'atelier Brute Force :

Burp Project Int

Dashboard ~ Target
Intercept  HTTP histo|

<

 Filter settings: Hiding

Host

http://127.0.0.1

http://127.0.0.1
7 hitp/f127.0.01
10 http/127.0.01
1 http/A27.0.01
18 http://127.0.0.1
25 hitp//127.0.01
26 http/127.0.01
27 hitplh27.001

#
2 hitpi/locahost
4
6

Request
Pretty  Raw  Hex
GET /DVWA/vulnerd

z
3
NE
N
°
°
i

sec-ch-ua-mobile:|
5 sec-ch-ua-platfor|
Accept -Language
Upgrade-Insecure-|
5 User-Agent: Mozil
Gecko) Chrome/1424
S Accept:
text/html,applical

E
Sec-Fetch-Mode: nf
Sec-Fetch-User: 7|
Sec-Fetch-Dest: df
Referer: http://1f
Accept -Encoding:
Cookie: PHPSESSIO)
Connection: keep-

é@ee

Eventlog(2)®  All

3 Vulnerability: Brute Forc. x

® @
G @ 127.001/C =
@@ Filteron @
kies Time Listenerport  Start respon.
06:09:283M... 8080 10
06:10:013M... 5080 1
06:10:363M... 8080 6
HH - urity=impossib... 06:11:573M... 8080 124
R Vulnerability: Brute Force ESSD=4coc.. 0G14:563M.. 8080 70
06:14:563M... 8080 10
Instructions = 06:22:07 3M... 8080 18
‘ Logln 06:22:123M... 8080
Setup / Reset DB urity=low; PHP... 06:22:183M... 8080 5
Username: 06:22:183M... 8080 10
‘ ‘ [admin 06:22273M... 8080 6
Password: 06:22:393M... 8080 [3
Command Injection
CSRE ‘ S spector oD = X o
_— [ Login
File Inclusion quest attributes 2 v 2
Fis O Welcome to the password protected area admin 2
o o
-quest query parameters 3 v 8
Insecure CAPTCHA
SQL Injection quest cookies 2 v
B
SQL Injection (Blind) | .quest headers 6 v
Weak Session IDs " g
oo More Information fsponse headers v 2
XSS (Reflected) :
XSS (Stored) .
CsP Bypass
Javascript Attacks
Authorisation Bypass |
Open HTTP Redirect
Cryptography
@

API

@ Memory:134.7MB * Disabled v
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Analysons les requétes http

suite a notre login :

Burp Project Intruder Repeater View Help Burp Suite Community Editionv2025.10.6 - Temporary Project = o X
Dashboard  Target  Prowy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam ®
Intercept _ HTTPhistory  WebSockets hst; @
@®  Loggingof out-of-scope Proxy trafficis disabled Re-enable X
V Filter: Hiding C: @ Filteron @
# - Host Method  URL Paams Edited Statuscode  Length MIMEtype Extension Title Notes. s P Cookies Time Listenerport ~ Startrespon..
2 http://localhost GET Jlogin.php 404 488 HTML php 404 Not Found 127.0.01 06:09:283M... 8080 10
4 http://127.0.0.1 GET Ilogin.php 404 488 HTML php 404 Not Found 127.0.01 06:10:013M... 8080 1
6 GET Tlogin.php 404 488 HTML php. 404 Not Found 127.0.01 06:10:363M... 8080 6
7 GET JDVWA/login.php 200 2011 HTML php Login:: Damn Vulnerab. 127.0.0.1 security=impossib... 06:11:573M... 8080 124
10 POST  /DVWA/login.php v 302 482 HTML php 127.0.01 PHPSESSID=4c9c... 06:14:563M... 8080 70
n GET  /DVWA/indexphp 200 6857  HTML  php Welcome ::DamnVuln... 127.0.01 06:14:563M... 8080 10
8 GET IDVWA/security.php 200 5516 HTML php DVWA Security:: Damn. 127.0.0.1 06:22:073M... 8080 18
2 POST  /DVWA/security.php v HTML  php 127,001 06:22123M.. 8080
2 POST  /DVWA/security.php v 302 498 HML  php 127.0.01 security=low; PHP... 06:22:183M... 8080 5
27 GET /DVWA/security.php 200 5584 HTML php DVWA Security :: Damn. 127.0.01 06:22:183M... 8080 10
28 GET 200 501 HTML Vulnerability: Brute For... 127.0.0.1 06:22:273M... 8080 6
i) GET ___/DVWAIvulnerabilities/brute/Tusern... 200 506 HATML i = 127001 0622393M.. 8080 3
== ppector * X g
Request Response
Pretty  Raw Hex W= | pretty Raw Hex Render B " = | selection 0O ~ |3
1 GET /DWWA/vulnerabilities/brute/?username=adnin&password=passwordklogin=Login 1 HTTP/1.1 200 OK B
HTTP/1.1 2 Date: Tue, 03 Mar 2026 11:22:39 GHT Selected text g
Host: 127.0.0.1 3 Server: Apache/2.4.65 (Debian) -
sec-ch-ua: "Not_A Brand";v="99", “Chromium" "142" 4 Expires: Tue, 23 Jun 2009 12:00:00 GMT username=admin&password=password
sec-ch-ua-mobile: 70 S Cache-Control: no-cache, must-revalidate
sec-ch-ua-platforn: "Linux" Pragna: no-cache B
6 Accept-Language: en-US,en;q=0.9 7 Vary: Accept-Encoding
7 Upgrade-Insecure-Requests: 1 8 Content-Length: 4778 Request attributes 2 v 3
B User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like 9 Keep-Alive: timeout=5, max=100 1y
Gecko) Chrome/142.0.0.0 Safari/S37.36 10 Connection: Keep-Alive R t " 3 - a
9 Accept: Content-Type: text/html;charset=utf-8 equest query parameters
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,i
mage/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7 <IDOCTYPE htnl> Request cookies 2 v
Sec-Fetch-Site: sane-origin
Sec-Fetch-Mode: navigate <htnl lang="en-GB">
Sec Feteh User Request headers 6 v
13 Sec-Fetch-Dest: document <head>
14 Referer: http://127.0.0.1/DWWA/vulnerabilities/brute/ <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> Response headers 10 v
15 Accept-Encoding: gzip, deflate, br
16 Cookie: PHPSESSID=4c9clf34af 7b41944aee765fbS; y=low <title>
17 Connection: keep-alive Vulnerability: Brute Force :: Damn Vulnerable Web Application (DVWA)
18 </title>
ia =
[ IR S| Ohighlights = Selection:32(020) | (D (& ¢ |[> £ | ohighlights @
Eventlog(2)®  Allissues © Memory:134.2MB *¢ Disabled v

On retrouve bien nos informations de connexion dans les requétes http.

Sélectionnons la requéte http comprenant les informations de connexion. On utilise Uoption

«Send to Intruder » :

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project - o X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions. Learn [}
Intercept HTTP history WebSockets hi @ g:

V Filter settings: Hidi d @ Fiteron @

# - Host Method  URL Paams Edited Statuscode  Length MIMEtype Extension Title Notes s P Cookies Time Listenerport  Startrespon...

1 http://localhost GET /DVWA 301 564 HTML 301 Moved Permanently 127.0.01 07:32:333M... 8080 30

= http://localhost GET /ovwa/ 302 677 HTML 127.0.03 possib... 07:32:34 3M... 8080 158
3 httpyllocalhost GET  /DVWA/loginphp 200 1670 HTML php Login:: Damn Vulnerab.. 127.001 07:32:343M.. 8080 247

7 http://localhost POST IDVWA/login.php v 302 482 HTML php. 127.0.01 PHPSESSID=c46e... 07:32:413M... 8080 185
8 http://localhost GET /DVWA/index.php 200 6858 HTML php Welcome :: DamnVuln... 127.0.01 07:32:413M... 8080 n

15 http//localhost GET  /DVWA/security.php HTML php 127.001 07:32483M... 8080

16 httpi//localhost GET IDVWA/security.php 200 5516 HTML php DVWA Security :: Damn. 127.0.0.1 07:32:513M... 8080 10

18 http://localhost POST  /DVWA/security.php v 302 497 HTML php 127.0.01 security=low; PHP... 07:32:553M... 8080 3

19 httpi/localhost GET  /DVWA/security.php 200 5584 HTML php DVWA Security:: Damn... 127.001 07:32:553M... 8080 3

20 httpi/localhost GET rabili 200 5010 HTML For.. 127.001 07:32573M... 8080 4

2 http://localhost GET JDVWAlvulnerabilities/brute/? & A n— — Vulnerability: Brute For... 127.0.01 07:32:583M... 8080 6

ogin=Login
Addtoscope a--
Inspector Ol = I X g

Request P (
Pretty  Raw  Hex Sendto Intruder Ctrls! W = | Requestattributes 2 v ig
1 GET /DVWA/vulnerabilities/brute/?userna npasswor P ctrl+R §

HTTP/1.1 32:58 GMT Reguest quer rameters 3 v o
2 Host: localhost Seridto Seqgrericer ian) auestauenpa B
sec-ch-ua: "Not_A Brand";v="99", "Chromium";v="142" Send to Organizer Ctrl+0  [12:00:00 GMT
sec-ch-ua-mobile: 70 —— y " ust-revalidate Request cookies D v
sec-ch-ua-platforn: "Linux" tocomparer{fequcsy B
Accept -Language: en-US,en;q=0.9 Sendto Comparer (response) Request headers % 3
Upgrade-Insecure-Requests: 1 z
User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit Show response in browser =95 S
Gecko) Chrome/142.0.0.0 Safari/537.36 Requestinbrowser > Response headers 0 v | &
Accept: arset=utf-8
text/html,application/xhtml+xml,application/xml; Engagement tools [Proversion only]
age/apng, */*;q=0.8,application/signed-exchange;v=b3,
10 Sec-Fetch-Site: same-origin ‘Show new history window
Sec-Fetch-Mode: navigate Addnotes
Sec-Fetch-User: 71 )
Sec-Fetch-Dest: document Highlight >
Referer: http://localhost/DWWA/vulnerabilities/brute/ Deleteitem ent-Type" content="text/htnl; charset=UTF-8" />
Accept-Encoding: gzip, deflate, br
Cookie: PHPSESSID=c46ed44f031e26539ecob4a43306476bb; sec Clear history
Connection: keep-alive Force :: Damn Vulnerable Web Application (DVWA)
CopyURL
Copyas curl command (bash)
R type="text/css" href=' /../dvwa/css/main.css" />
Copylinks
Save it
[OX IR o £ Ohighlights ®
Proxy history documentation
Eventlog(2)®  Allissues @ Memory:136.7MB *¢ Disabled v

«Send to intruder » nous permet de modifier la requéte http qui contient le login et le password

afin de préparer une attaque

03 mars 2026 12



On sélectionne « Cluster Bomb attack » :

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project
Dashboard ~ Target  Prowy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leamn
Al 2 x +
@ | sniperattack MR © startattack

Sniperattack

" e pacad

Targe 2time pay header tomatchtarget

Batteringram attack

ol same pay positions, usinga

Positi

Pitchforkattack

inparallel.

Ia
3

E] Allocate a payload set to each position.

5 sed
4 sl Clusterbombattack
5| sed eachset.
Actepu-anguays . en-uss e 4=u s

Upgrade-Insecure-Requests: 1

8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari/537.36

S Accept:

text/htnl, application/xhtnl+xnl,application/xnl;q=0.9,inage/avif, inage/webp,inage/apng, */*;q=0.8, application/signed-exchange; v=b:
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: docus

Referer: http://localhost/DVWA/vulnerabilities/brute/
Accept-Encoding: gzip, deflate,

Cookie: PHPSESSII bb;
Connection: keep-alive

urity=low

[OX:IRIES »

Eventlog(2)®

Ohighlights 0 payload positions | Length: 816

Allissues

= o X
® @
P A
Payloads "D X g
b
3
=
g
&
(C]
E
7z
g
3
3
g
. @
LY i
2
s
‘@

Payloads

Toget started, highlight the part of the requestor
target you want to replace, then click Add § toset a
payload position.
Don't show thisagain

@

© Memory:136.7MB

On utilise Uoption « add $ » afin de définir des variables pour « username » et « password »

Payload nous permet d’attribuer des valeurs pour les variables $

Dans Payload, on renseigne les différents username trouvés précédemment :

Burp  Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project

Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam

1 2l B

@ | Clusterbombattack Bl © startattack
Target | http://localhost Update Host header to matchtarget
Positions | Add§ Clears Auto§

GET /DWWA/vulnerabilities/brute/?usernane=Sadiin§spassword=Spasswordsslogin=Login HTTP/1.1
Host: localhost
sec-ch-ua: “"Not_A Brand";
sec-ch-ua-mobile: ?
sec-ch-ua-platform: "Linux"
Accept-Language: en-US,en;
7 Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari/537.36

Accept

text/htnl,application/xhtnl+xml,application/xnl;q=0.9, image/avif,inage/webp,inage/apng, ¥/*;q=0.8,application/signed-exchange; v=b3;q=0.7
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/DWWA/vulnerabilities/brute/

S Accept-Encoding: gzip, deflate, br

Cookie: PHPSESSID=c46ed44f031e26539 bb; =low

7 Connection: keep-alive

99", "Chromium";v="142"

(X IRIIEY »

Eventlog(2)®

2highlights | 2payloadpositions | Length: 820

Allissues.

* Disabled | v

= o X
® @
oA

Payloads s X g
)
Payload position: | 1-admin ~ 2
Payloadtype: | Simple list = g
Payloadcount: 5
Requestcount: 0
(C]
Payload configuration ~ Nl =
z
8
[ figure a simple list of g
B
Paste gordonb 3
pablo s
Load... smithy
1337
Remove -
[2dmin | ®
Clear
Deduplicate g
£
@
Add
Add from list... [Proversion only] v
Payload processing A
used
Add Enabled Rule
Edit
Remove
vp
Down
@

© Memory:119.2MB * Disabled | v
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Pour la variable « password », on utilise le fichier « wordlist-probable.txt » qui est un fichier

comprenant un

kali-linux mdp : kali

e liste de mot de passe:

SEL 1 XJagE

A = 807 | & G

Burp Project Intruder Repeater View Help
Dashboard  Target  Proy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Organizer  Extensions  Leam Q@
1 2 3 X + FIPN
® | Cluster bombattack % Payloads "D x g
o
- - E 3
! ol it S . - Payload position: | 2 - password £
Target | http:/localhost vailadtpe  [SmpeiE g
american-english o Ly
cracklib-small Y
Positions | AN Clears README select-wordlist Reguestcamt: S0 .
o /oA il rabilitiee/b o e &
= yulnerghalities Payload configuration ~
2 Host: localhost words i g 2
3| sec-ch-ua: "Not_A Brand";v=1 words pre-dictionaries-common g
4 sec-ch-ua-mobile: 70 This payload type lets you configure a simple list of strings that are used as payloads. £
5 sec-ch-ua-platfori “Linux* o
Accept-Language: en-US, en;qe Paste B
7 Upgrade-Insecure-Requests: e
8 User-Agent: Mozilla/5.0 (Xl Load.
Accept :
text/htnl,application/xhtnl femove
10 Sec-Fetch-Site: same-origin — @
11 Sec-Fetch-Mode: navigate o
2 Sec-Fetch-User: 71 Deduplicate &
3 Sec-Fetch-Dest: document g
14 Referer: http://localhost/D! 3
15 Accept-Encoding: gzip, defl
16 Cookie: PHPSESSID=c4Bed44f0: Add
17 Connection: keep-alive
Payload processing ~
You can define ous proc itis
use
FileName: | wordlist-probable.txt
Filesof Type: | Allfiles > Add Enabled Rule
Edit
Open Cancel =
emove
Up
Down
[OXICIIE ©|  2highlights = 2payloadpositions = Length: 820 &
Eventlog(2)®  Allissues © Memory:119.2MB *¢ Disabled v
On clique ensuite sur « Start Attack » :
E Attack  Save u hos = o X
8
9 2. Intruderattack of http://localhost Attack v saev | ® @
5
Results Positions
e T B
§ ¥ Capturefilter: Capturingallitems Applycapturefilter | § B
B
¥ Viewfilter: showingallitems ®
=
3
Request Payload1 Payload2 Status code Response received  Error Timeout Length Comment 2R
0 200 a3 5106 r
3 |1 gordonb Password 200 7 5062 o
3 |2 pablo 1Password 200 3 5063
3 smithy 1Password 200 as 5063 (¢}
4 1337 Password 200 7 5063
5 admin 1Password 200 39 5063 z
6 gordonb password 200 38 5063 2 F
7 pablo password 200 2 5063 3
g
]
S
@
@
2
s
@
©

L'attaque est désormais lancée. Le logiciel va désormais envoyer une série de requétes http
avec les différents username et password renseignés précédemment.
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Ici nous retrouvons dans cette requéte nos informations de connexion :

Attack  Save

<9 2.Intruder attack of http://localhost

Attack v sev | ® O

Results  Positions
7 Capturefilter: Capturingallitems Applycapturefilter  §
 Viewfilter: Showingallitems o
2
Request Payload1 Payload2 Status code Response received  Error Timeout Length Comment g
admin Password 200 39 5063
6 gordonb password 200 38 5063
7 pablo password 200 2 5063
8 smithy password 200 30 5108 (¢}
9 1337 password 200 2 5063 n
[ 2dmin password 200 2 5105 z
n gordonb 123456789 200 7 5062 g
2 pablo 123456789 200 7 5062 3
Request  Response 3
—_— 8
Pretty  Raw  Hex no=
1 GET /DVWA/vulnerabilities/brute/?usernane=adnin&password=passwordsLogin=Login HTTP/1.1
2 Host: localhost ®
sec-ch-ua: "Not_A Bran 99", *Chromium";v="142"
sec-ch-ua-nobile: o
sec-ch-ua-platform: "Linux" LS
Accept-Language: en-US,en;q=0.9 &
7 Upgrade-Insecure-Requests: 1 !
5 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari/537.36
9 Accept: text/htnl,application/xhtml+xl,application/xnl;q=0.9,inage/avif, inage/webp,inage/apng, +/+;q=0.8, application/signed-exchange; v=
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
2 Sec-Fetch-User:
Sec-Fetch-Dest: docunent
Referer: http://localhost/DVWA/vulnerabilities/brute/
Accept-Encoding: gzip, deflate, br
Cookie: PHPSESSID=c46eda4f031e26539ecoh443306476bb; security=low
7 Connection: keep-alive
[OXICIE £ ohighlights
@

1980f 1019040
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